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ABSTRACT
In today's competitive markets, companies look for any advantage they can build over
their competitors. A number of companies recognize that supply chain excellence is an
opportunity to create such an advantage. A superior supply chain provides manufacturing
flexibility, fast on-time delivery, and lower cost products than those of a lesser competitor. Risk
management concepts are beginning to be applied to supply chains in ever-broadening scope.
Companies reliant on their supply chains now seek innovative ways to manage risk to the supply
chain and ensure its smooth operation.
Implementing a risk management process for the supply chain can generate long term
value for a company by improving continuity of supply and component quality. By identifying
risks to the supply of necessary components and then assessing the risk of each component's
availability and quality, it is possible to gain a comprehensive understanding of the risk to the
supply chain for a given product or product family. This understanding of the risk to the supply
chain allows managers to make decisions based on the expected costs and assists them in
determining the appropriate risk mitigation activities.
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1 Introduction
1.1 Statement of Problem
In today's competitive markets, companies look for any advantage they can build over
their competitors. A number of companies recognize that supply chain excellence is an
opportunity to create such an advantage. A superior supply chain provides manufacturing
flexibility, fast on-time delivery, and lower cost products than those of a lesser competitor. "With
truly global flows of material, intellectual property, and money, the supply chain suddenly owns
accountability for where, when, and how reliably value is created along the chain." [1]
With the growing responsibility of supply chains in the operational excellence of a firm,
more rigor is applied to supply chain analysis than ever before. This rigor is driving the
application of supply chain modeling, process mapping, process control theory, and Lean
Manufacturing [2] principles to the entire supply chain. Risk management concepts are also
being applied to supply chains in ever-broadening scope. By definition, risk is the possibility that
something unpleasant or unwelcome will happen. Companies reliant on their supply chains now
seek innovative ways to manage risk to the supply chain and ensure its smooth operation.
There are many types of risks to address in a large supply chain. Risk can be either
internal or external. Internal risks are those, which are deliberately created by the actions of one
of the members of the supply chain. For instance, a supplier discontinuing the manufacture of a
component is a potential risk to all the products that require that component. External risks are
those risks that impact the supply chain but are created by outside forces. Natural disasters,
currency fluctuations, and labor walkouts are all potential external risks that could impact the
supply continuity of a product to the customer.
1.2 Hypothesis
Implementing a risk management process for the supply chain can generate long term
value for a company by improving continuity of supply and component quality. By identifying
risks to the supply of necessary components and then assessing the risk of each component's
availability and quality, it is possible to gain a comprehensive understanding of the risk to the
supply chain for a given product or product family. This understanding of the risk to the supply
chain allows managers to make decisions based on the expected costs and assists them in
determining the appropriate risk mitigation activities.
1.3 Organization of Thesis
This thesis is organized into five major sections. The first section reviews the current
relevant literature to this work. The second section provides a quick overview of Cisco Systems,
Inc., the company at which the research for this work was performed. The third major section is a
case study on developing a process and metrics for supply chain risk management. Following the
case study is a discussion of the results of the work at Cisco Systems, and finally broader
conclusions on the development of risk management processes and future work to improve
results and increase knowledge in the field.
2 Literature Review
This study of risk management processes, process improvement, and metrics for
management will draw heavily from two schools of thinking. The first is Lean Manufacturing,
which teaches the reduction of waste and continuous process improvement. [2] The second is the
Balanced Scorecard, an approach to metrics using leading and lagging indicators to better
understand the impact of actions across the organization and improve alignment with the overall
strategic objectives. [3] A number of recent graduate theses on visual analytics, lean process
design, and enterprise metrics systems also contributed to the thought process for the risk
management process and metric development in this body of work.
2.1 Risk Management Approaches
The current state of risk management today focuses on managing risk using
financial tools and markets. Through diversification, purchasing options, variance analysis, and
hedging, firms can attempt to reduce their exposure to certain types of risk. [4] By using options
and hedging a firm can defend against unexpected drops in pricing or demand. A firm can also
use options to ensure that capacity is available in advance if demand for a new product surges
higher than expected. [4] However, these tools only address some of the risk management issues
a modem manufacturer faces. If a long time supplier suddenly is unable to provide sufficient
supply due to financial troubles, natural disasters, or other reasons there is little that market tools
can do to offset the risk. Instead manufacturers are developing methods that use analysis of
suppliers and the components they provide to assess the potential for risk to the supply chain.
2.2 Lean Business Process Design
Lean principles teach the concepts of continuous process improvement towards a goal
where no actions occur that are wasteful in the production of the final good. While sounding
simple, lean is often extremely difficult to implement. Clearly identifying value, and then
striving continuously for perfection requires complete buy-in from the organization. [2] James
Womack identifies the key principles of lean thinking as specifying value, indentifying the value
stream, flow, pull and perfection.
Specifying value, the value for the customer is the first step in lean thinking. A lean
approach must start with a clear understanding of what value the customer seeks. Without an
understanding of what the customer values it is not possible to deliver products or services that
best meet the customers needs. If the product or service does not provide value to the customer,
then no matter how efficient the delivery of that product, the effort is a waste. [2]
Identifying the value stream is the process that identifies each of the specific actions that
must occur to deliver a specific product or service to a customer. The value stream consists of
three main management tasks that must be addressed. The first is the problem-solving task and
focuses on the concept of detailed design work for a good or service. The second task is
information management and includes order taking, scheduling, etc. The third task is the
transformation task that converts raw materials to finished goods delivered to the customer.
Working through the value stream for a product or service, with a clear understanding of the
value a customer seeks, it is possible to clearly identify the value of steps in the existing
processes. Process steps can provide value, create no value but are necessary due to
technological or assets based limitations, or create no value and are avoidable. [2]
Flow and pull are two ideas that work together towards the ideal of delivering customized
goods and services to a customer at the exact moment that they desire it. By ordering processes
in the exact order they add value, product can flow through a process in a continuous fashion.
Also, by allowing the customer to pull product and services, a firm can reduce inventories and
focus its effort on delivering the product the customer wants, rather than mass produce excess
products to fill the channel with no end customer in mind. To allow customers to pull product
from the supply chain, decisions must be made regarding the best locations in the supply chain to
buffer components and wait on actual customer orders for final customization and production.
The time to complete production of finished goods must also be balanced against the needs of
customers for rapid delivery. If the production time is too long to meet requirements, some
finished goods inventory must be maintained even in a pull system. These four initial principles
of specifying value, identifying the value stream, flow, and pull all work together to promote
advancement towards perfection. [2]
For business process design, all of the lean teachings can be applied to improve business
process flow, reduce wait times, and work backlogs. Working through the value of each business
process is important to ensure that the effort taken delivers positive value to the customer and
does not add unnecessary bureaucracy and cost.
Applying these lean teachings to metrics, the goal is to have metrics assist in the
identification and minimization of waste in the process, maximizing the value of the process to
the customer. The metrics should be defined and displayed to convey the information needed to
diagnose a problem in the process, alleviate bottlenecks, and analyze outputs of the process with
the minimum amount of effort.
2.3 Information Technology for Enhancing Business Processes
Effective information technology implementation provides a foundation for execution at
a company. By digitizing business processes, managers can shift their focus from mundane tasks,
basic data collection, and daily fire fighting to focus on company strategy and growth. "To focus
management attention on higher order processes, such as serving customers, responding to new
business opportunities, and developing new products, managers need to limit the time they spend
on what should be routine activities. They need to automate routine tasks so that those tasks are
performed reliably and predictably without requiring any thought." [5]
Figure 2-1 - Creating and Exploiting the Foundation for Execution
Abstracted from Enterprise Architecture as Strategy by Ross & Weill
The difficulty in automating tasks is that the individual processes become less flexible.
However, these digitized processes provide better information allowing for better management
decisions or new business ideas. To build an effective IT foundation, decisions must be made
about which business processes are automated and how they are automated. Automating
processes without an overarching strategy can easily render an organization inflexible. Legacy
systems that require massive change for simple process modification can stifle the long-term
growth and innovation of a company. [5]
2.4 Balanced Scorecard Approach to Metrics
Robert Kaplan's Balanced Scorecard proposes an approach to metrics that represents
multiple facets of the company and aligns to the strategy of an organization. Historically,
companies maintained detailed financial records and developed strategic metrics around financial
performance. The Balanced Scorecard approach maintains emphasis on those financial
performance indicators of concern to an organization and supports them with metrics that are
aligned with the performance drivers of the organization. The components chosen for
measurement should be balanced across different aspects of the organization and also interrelate
with the strategic objectives. [3]
The Balanced Scorecard approach is designed as a management system, not just a
collection of metrics. There are two key iterating loops in this management system. The first
loop, seen in Figure 2-2, translates strategy into operational terms. Through the selection of
appropriate metrics, all levels of employees can see and understand the consequences of their
decisions. These metrics are derived from a top down approach that is driven by the strategy and
mission of the business unit. [3]
Figure 2-2 - Balanced Scorecard as Framework for Translating Strategy to Operations
Abstracted from Lean Thinking by Kaplan & Norton
Going beyond the basics of the measurement of metrics across the organization, the
Balanced Scorecard is also a management tool to drive change, improvement and corporate
strategy through the company. Used as a strategic framework for action, the Balanced Scorecard
can help manager's focus on the internal processes required for the company to succeed. The
Balanced Scorecard provides a framework for action that focuses on clarifying and translating
vision and strategy, communicating and linking, planning and target setting, and strategic
feedback and learning. [3]
A simple example of the Balanced Scorecard approach is measuring profit, sales, and
customer loyalty. Theoretically an increase in customer loyalty could translate into higher sales
and increased profits. However, if an initiative in increasing customer loyalty fails to increase
sales, this data provides information that can be used to diagnose the state of the situation and
help the corporation select more appropriate methods of increasing profits. Metrics selected
should clearly link to other metrics, creating leading and lagging indicators allowing for a clear
analysis of the outcome of an initiative. [3] Measuring an initiative in a vacuum makes it
impossible to understand how that initiative impacts the rest of the organization.
2.5 Review of Prior Related Theses
There is a wealth of knowledge contained in the prior work of university graduate
students. The students in the Leaders for Manufacturing program at MIT have done significant
research into the application of metrics, use of visual analytics, and lean business process
improvement in recent years. These areas of research all provide important insights into
developing a process for managing supply chain risk.
2.5.1 Design and Analysis of an Enterprise Metrics System
To properly manage a process, that process must be thoroughly understood. To
thoroughly understand a process, a manager must understand how the individual components
function and interact. Once a process is understood, it can be simulated and modeled to provide
insight into expected outcomes from certain decisions. While simulation of scientific principles
has become commonplace, the simulation of the dynamic behavior of an organization is still very
complex and difficult to model. Further complicating the simulation of organizational behavior is
the difficulty and uncertainness inherent in attempting to accurately measure the components of a
business process. [6]
Systems dynamics and statistical uncertainty analysis are tools that address some of the
difficulties of modeling business processes. Combined with the principles of a balanced
scorecard, progress is possible in analyzing organizational and manufacturing processes.
Through the iterative use of systems dynamics and statistical analysis, a model of the existing
process is developed and analyzed providing insights into the measurements appropriate for
monitoring the system. [6] Applying balanced scorecard principles in conjunction with the
potential areas of measurement already identified, a corporation can better select the enterprise
metrics that enable employees to manage the process and align improvements with the larger
corporate strategy.
2.5.2 Using Visual Analytics to Drive Lean Behavior
The use of visual analytics shows potential for incentivizing positive behavior in
comparison to presenting employees with large data sets or no information at all. When
accompanied with Lean teachings, employees presented with data through visual analytics tools
proactively pursued process improvement and risk mitigation. The use of visual analytics also
shows potential for improving communication among managers and the decision making process
of a business office. In addition, the visual analytics reinforced Six Sigma behaviors already
ingrained in the culture by providing the necessary information for iterative analysis loops in Six
Sigma process improvement. [7]
2.5.3 Utilization of Visual Metrics to Drive Performance
A key component to the introduction of Lean concepts in a business or manufacturing
environment is the use of visual metrics to assist in the understanding of a process. Visual
indicators can provide current information on the state of the process allowing for rapid response
to address issues or make process improvements. Visualizing and publicizing metrics promotes
information transparency among all employees. This provides a common baseline and
understanding for the organization to work from, and also creates broad knowledge about the
status of working towards larger organizational goals. [8]
3 Company and Division Overview
3.1 Cisco Systems, Inc.
Founded in California, in 1984, Cisco Systems designs, manufactures Internet Protocol
(IP)-based networking devices and other products designed for the communications and
information technology industries. These products are designed for transmitting data, voice, and
video across either down the hall or around the world and are intended to "transform how people
connect, communicate, and collaborate" [9] with each other. Cisco's main customer base
consists of large enterprises, public institutions, telecommunications companies, commercial
businesses and personal residences. As the company grew, so did its geographic reach.
Headquartered in San Jose, California, Cisco serves customers in five geographic segments: the
United States and Canada, Western Europe, Asia Pacific, Japan, and Emerging Markets. The
Emerging Markets segment consists of Eastern Europe, Latin America, the Middle East, Africa,
and Russia. Asia Pacific includes China, India, Australia, New Zealand, and other South Pacific
countries such as Indonesia and the Philippines. In fiscal year 2008, Cisco employed 66,129
people and generated revenues of over $39 billion. [9]
Cisco develops products with a focus on simplifying and securing customer
infrastructures as well as providing integrated services. Cisco's core product offerings are in
routing and switching, essentially products that direct traffic on the Internet. Over the last
decade, Cisco greatly expanded its product portfolio, incorporating advanced technologies that
target more specific customer needs, such as IP telephony, and video distribution. Products are
designed to address multiple customer needs, including reducing cost, improving productivity,
and gaining competitive advantage. Cisco's breadth of products allows them to provide
comprehensive solutions to their customers needs. [9]
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To provide consistency across the breadth of products Cisco now offers, the company is
structured in a cross functional matrix. Business units are vertically aligned to develop product
families based on similar technologies. Functional organizations, such as sales, marketing, and
manufacturing, supply staff to support each business unit. Shared learning across business units
occurs through sharing information inside a functional unit. Processes and frameworks are
standardized in functions to ensure consistent operations across the company. Many of the
existing processes are designed to create standard work, while allowing business units the
flexibility to determine which processes are the best to adopt for their products and customers.
Business Units
Figure 3-1 - Cisco's Cross-Functional Organizational Design
3.2 Global Supply Chain Management
Global Supply Chain Management (GSCM) is the functional organization at Cisco
responsible for managing manufacturing, the supply chain, forward and reverse logistics, test and
quality, service and repair, and more. GSCM has a global presence with more than fifty locations
worldwide. From a hierarchical view, GSCM is on equal footing with other functional
organizations such as sales, marketing, finance, and engineering. GSCM provides support to
each of the business units at Cisco, using both dedicated and shared resources, depending on the
scope and requirements of each individual business unit. The major divisions of GSCM are
Demand Management and Planning, Global Manufacturing Operations, Global Supplier
Management, Product Operations, Supply Chain Field Operations, and Test and Quality.
Business Units
'1
Figure 3-2 - GSCM Organizational Design
GSCM strives for end-to-end supply chain excellence - to develop and manage an agile,
innovative, and collaborative supply chain that rapidly translates Cisco innovation into high
quality products and scales across technologies, customer segments, geographies and partners.
Currently GSCM is focusing on improvement through five major strategic areas, customer
excellence, global growth, product and business model innovation, social responsibility, and
transformational productivity. Improvement efforts aligned with these strategic areas are ongoing
in the varied divisions across GSCM.
3.3 Product Operations
Product Operations, a division of Global Supply Chain Management, is responsible for
the introduction of new products, and lifecycle management of products currently in production.
Collaborating across the supply chain, Product Operations works to ensure the successful
manufacturing launch of new products and optimize the supply chains for existing products. To
achieve its goals of world class supply chain capability, Product Operations focuses on process
transformation, process governance, best practice sharing, skills development, tool development,
and benchmarking activities. Product lifecycle management is a recent addition to the scope of
Product Operations' responsibilities. To support the new product lifecycle management
responsibility, Integrated Product Teams (IPT) were established in Product Operations to manage
the timeframe from product launch until product end of life. Membership in the IPTs includes all
divisions of GSCM. Each IPT manages a product family for the business unit. Larger business
units have multiple IPTs, while smaller business units may only have a single IPT managing
their product line.
3.4 Global Manufacturing Operations
Global Manufacturing Operations (GMO) handles management of manufacturing and
logistics. GMO responsibilities include material planning, product assembly, logistics, contract
manufacturer management, and factory quality. There are a number of smaller divisions in
Global Manufacturing Operations dedicated to different functions. Among them are
Manufacturing Ops Engineering, Worldwide Logistics, Global Materials Operations, and Global
Supply Chain Operations. GMO works with contract manufacturers to drive transformational
initiatives that achieve Six Sigma quality, world-class delivery, and optimize inventory levels.
3.5 Global Supplier Management
Global Supplier Management (GSM) is the responsible organization for sourcing and
supplier management. GSM maintains close relationships with component suppliers and
collaborates with the suppliers to improve productivity, quality, efficiency, and reduce cost. The
management of commodities and components involves a number of key activities. GSM
develops sourcing strategies aligned with technology roadmaps and commodity markets. GSM
also develops the supplier base, provides assessments of potential suppliers and assists in the
qualification of new suppliers. GSM also actively works with the suppliers. They review
suppliers on a recurring basis, work with the suppliers to improve cost and quality, and as
necessary disqualify suppliers that fail to meet standards.
4 Case Study on Supply Chain Risk
4.1 Problem Statement and Hypothesis Revisited
As a leader in supply chain management, Cisco strives for excellence and pushes the
boundary of end-to-end supply chain management. Excellence in the development of
manufacturing processes provides the ability to repeatedly assemble and ship a high quality
product on time, but cannot prevent events outside the control of the company from negatively
impacting the supply chain. Characterizing risk in the supply chain and mitigating that risk
through design for manufacturing, multi-source strategies, and careful inventory management is
essential for supply chain excellence.
In their Annual Report (2008), Cisco identifies some of the potential supply chain risk
that the company is exposed to. These risks are characterized in the Annual Report as follows:
1. "A shortage of adequate component supply or manufacturing capacity could increase
our costs or cause a delay in our ability to fulfill orders, which could adversely affect
our gross margins" [9]
2. "Product quality problems could lead to reduced revenue, gross margins, and net
income" [9]
3. "Due to the global nature of our operations, political or economic changes or other
factors in a specific country or region could harm our operating results and financial
condition" [9]
One approach to managing supply chain risk is through analysis of the bill of materials
(BOM). By reviewing each component on the BOM and assessing the risk of each component's
availability and quality, it is possible to gain a comprehensive understanding of a number of the
risks to the supply chain for a given product or product family. There are a number of important
considerations when reviewing the risk for each individual component on the BOM: choice of
suppliers, lead-time of supply, shipping method of supply, number and location of suppliers,
financial stability of the suppliers, delivery and quality history of the suppliers, and risks
attributable to the chosen technology. Line down situations can result from the lack of a single
component. All the above considerations need to be accounted for on each and every component
on the BOM to ensure stable continuity of supply.
Currently, Cisco has an excellent process for mitigating BOM risk during the New
Product Introduction (NPI) phase of a product's lifecycle. During the NPI phase, the BOM is
reviewed at each phase gate as a product is developed. Metrics are used to track the multiple
types of risk each product is exposed to and used to guide a team's efforts in selecting alternate
components or developing new suppliers. Each review requires an improvement in the BOM's
risk assessment, with a final goal set for the number of risky components that can be included in
the final design of a product at launch. However, there exists no clear strategy or process for
managing BOM risk after product launch.
After product launch, BOM risk will increase over time without active efforts to maintain
the goals set during NPI. The average lifecycle of a product at Cisco is seven years. With
hundreds of individual components increasing in risk rating every week, in addition to end of life
notices from manufacturers, the BOM for each product needs active management to ensure that
the company's exposure to risk has not increased. While Cisco sets a risk goal to achieve during
NPI, that only a certain percentage of components can be exposed to some form of risk prior to
launch, the company's true exposure to risk during the lifecycle of a product is actually much
higher. Cisco needs to start actively managing the risk level of each component on a BOM after
the product is introduced to ensure the continued viability of the supply chain.
4.2 Internship Context and Deliverables
The author conducted the research for this thesis during an on-site internship in Product
Operations at Cisco headquarters in San Jose, California. In Product Operations, individual IPTs
recognized the need for a supply chain risk management process and began to institute their own
individual processes. These processes varied from business unit to business unit, with most
business units lacking any form of risk management process. To address this, the internship
focused on developing a novel process to monitor and mitigate BOM risk during the sustainment
phase of the product lifecycle, the period after a product first begins to ship until it is removed
from production and taken end of life. Risk management would ensure Cisco maintained the risk
goals established during a product's development phase, and potentially improve upon the
original goals if there was value in doing so.
Cisco established a metrics hierarchy that collects data for metrics at the IPT level that
feed metrics reported at the division level. To support the risk management process and
encourage process improvement, metrics and a method of visualizing those metrics are expected
for each IPT. The metrics will inform all stakeholders about the status of current risk levels and
be chosen such that they incentivize appropriate collaborative behaviors inside the construct of
Cisco's cross-functional organizational structure.
Expectations for final deliverables to Cisco included a fully developed and documented
risk management process with senior management support, training materials to support formal
process release corporate-wide, and metrics that align with Cisco strategic goals and incentivize
the right level of risk management behavior.
4.3 Developing a Lean Process for a Cross-Functional Organization
To develop a process for supply chain risk management, we leverage concepts from lean
manufacturing. Business processes are no different from manufacturing processes. Both types of
processes should add value to the customer, without creating waste. The process should flow
smoothly, meeting the needs of the customers of the process. [2] In a cross-functional
environment, with business processes requiring effort from multiple divisions there are many
intermediate customers of a process that hold a stake. To ensure stakeholder buy-in at Cisco, the
Cisco Product Development Methodology (CPDM) will be tailored for process development.
The CPDM involves management and staff in all the effected organizations and forces a
discussion about the best method to perform process steps.
4.3.1 Specifying Purpose and Value
Following Lean teachings, the first step is to understand the value that the business
process development is expected to create for the customer. [2] Assuming that the form and
function of the product create value for the customer, we look to additional aspects of value
creation. In a market with strong competition, these secondary methods for value creation can
distinguish a company from its competitors in the field. There are a number of secondary values
for customers beyond the expectation that the product perform the expected capabilities. These
values fall into a number of categories, among which customer service, reliability, and aesthetics
are all of potential customer value depending on the situation.
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The IPTs in Product Operations are focused on managing products once they begin
production until end of product life. Among these additional value creation categories, aesthetics
can be ignored by the IPTs since the look and feel of a product is determined during the product
design and development phase. Coordinating the supply chain, logistics, and manufacturing
efforts across Cisco, the IPTs have a significant ability to influence the customer service value
creation and reliability of the products produced. Pondering these two categories, it is possible to
create a list of core customer values.
1. Customer Service
i. The product should be delivered exactly when I want it.
ii. The product should cost as little as possible (preferably free)
iii. Sales and support staff should be friendly and have all the answers
2. Reliability
i. The product should always work as expected (never break)
ii. If the product does break, it should be repaired instantly
iii. If repairs are required, they should not cost anything
By no means an exhaustive list of customer values, the above are just examples of
potential customer value. Stated as absolutes, it seems ridiculous to expect to deliver on these
customer values. However, looking at the declarations above it is clear that these are all things a
customer would value. Applying these absolute values back to the real world, we see that it is
impossible to deliver on the absolutes. Instead firms deliver on each of the above customer
values along a continuum from horrible performance to perfection. Customers are then forced to
weight their values relatively and determine their optimum configuration. For example, a
customer may be forced to choose between rapid shipping with high cost, and slow shipping with
low cost.
Applying risk management techniques to increasing customer value in the supply chain is
not straightforward. Risk management addresses anticipated problems. There are risks that
become known, that are known unknowns, and finally unknown unknowns. Risks that are known
are no longer risks, at the point that a risk is known it becomes a problem. An example is when a
supplier contacts Cisco to inform them that it will no longer supply a certain part. Prior to
contacting Cisco, the potential for a critical supplier to stop supplying a given component is a
risk. After the supplier makes the decision and informs Cisco of its intent, the risk is realized and
it becomes a problem to be actively managed. There is also little to be done regarding unknown
unknowns. Actively planning for the unknown is difficult, and beyond the scope of this effort.
Active risk mitigation requires careful management to ensure that the end result delivers
value to the company and the customer. First, risk mitigation should directly address issues that
add value to the customer. Applying risk management to the supply chain, as well as the
customer values above, risk mitigation should address cost, quality or delivery concerns. Second,
the risk mitigation efforts need to directly add value. This is not always easy to assess in
advance. The cost of the risk mitigation efforts, CM, must be less than or equal to the expected
cost of the risk occurring, CR.
The cost of the risk mitigation effort, CM, is a straightforward calculation based on
existing or planned business processes. Labor efforts, staffing, and other costs of the risk
mitigation effort can be estimated with relative certainty. The expected cost of allowing the risk
to occur, CR, is more difficult to determine. There are a number of factors that obfuscate the issue
of determining the expected cost of allowing a risk to possibly occur. To better understand CR,
we break the cost down into multiple components. The first component, D, is the actual damages
sustained to the company if the risk occurs. The second component is the probability that the risk
occurs, PR. The third component is the time frame, t, in which the risk occurs, if at all.
Depending on the risk to the supply chain, the damages can vary greatly. At the low
extreme of damage to the company, an employee has to process a few minutes of extra
paperwork and business proceeds as usual. At the other end of the spectrum, a critical sole source
supplier is lost and the ability to manufacture and assemble an entire or even multiple product
lines is brought to a halt for an indeterminate time frame.
The aleatory model, a probabilistic model that addresses observable quantities, for the
probability of a risk occurring is a Poisson model of the time, t, at which the risk occurs. The
variable, t, is an exponential random variable with the probability density function (PDF)
modeled below. A is the rate at which the risk is likely to occur. The PDF is evaluated at time, T,
the year during which there is concern for the risk occurring. This method allows the
determination of the probability of a risk occurring in a particular time frame.
PDF: PR = Pr[t = TI ]= e (Eq. 4-1)
Working with the cumulative distribution function (CDF) instead, it is possible to
evaluate the total probability of the risk occurring during a products lifecycle. In most cases, T, is
likely the number of years remaining in the product's lifecycle. The calculation would then
provide the probability of the risk occurring, prior to the end of the products life based on the
expected rate at which the risk occurs.
CDF: PR = Pr[t 5 TI A]= 1- e (Eq. 4-2)
At this point, an assessment of the expected cost of the risk occurring can be performed
by multiplying the expected damages, D, by the cumulative probability. However, one further
step that must be included is assessing the time value of money. To correctly determine if CM is
less than CR, the net present value (NPV) of CR must be calculated.
NPV: R
0 (1+ i)t  (Eq. 4-3)
The NPV calculation must be made for each of the periods during which it is possible for
the risk to occur, based on the probability of the risk occurring in that time period. Rt is cash flow
amount for a given period, t. It is necessary to ensure that the units of t are the same for both the
NPV and the probability functions. i is the discount rate applied to the cash flow. The rate of the
next best alternative investment for the funds should be used as the discount rate. Since there is
uncertainty about the time frame in which a risk will occur, we can apply the PDF to the NPV
calculation and assess the NPV based on the expected damages in each period until the end of
the products lifecycle. Substituting expected damages, D, for the cash flow Rt we find the
following.
TCR= D -PrIt = T I 3] T De -  De - ' De -2  DLe-T
CR = = 1 XD+ + +7...+
o (1+ i)' o (1+i) 1+i +(1+i)2  i)T  (Eq. 4-4)
Using Equation 4-4, significant data is required to properly calculate the expected cost of
a risk occurring. With a concept of the difficulty in calculating the exact expected value of every
possible risk a supply chain is subjected to, managers and supply chain analysts are forced to
make a decision on whether or not to pursue a particular risk mitigation effort on their instinct
for whether or not there is value rather than perform a time consuming quantitative analysis of
each and every situation. From both the customer and the manager's perspective, the ideal
business process for risk management would quickly and easily convey to the team the expected
cost incurred from identified risks allowing for quick decisions regarding whether or not a risk
requires further investigation and mitigation effort.
4.3.2 Analyze Existing Practices
At Cisco there are three existing processes focused on managing supply chain risk. One
of the processes is focused on risk identification. This process is managed and performed by
GSM, and identifies components used by Cisco that have a potential risk for interruption of
supply. They assess components on multiple different risk characteristics and share this
information with the rest of the company through an IT system. The other two processes focus
on mitigating the identified risks. Global Component Risk Mitigation (GCRM) is a global risk
management process targeted at addressing a select group of high priority risks. The second
mitigation process is a supply chain risk management process integrated into New Product
Introduction (NPI) that ensures that the risk exposure of every new product launched is below a
certain threshold. Analyzing the existing practices is necessary to understand the value they
create, the information and systems leveraged, the gaps in the overall system of risk
management, and the potential "touch points" with any new process proposed.
Risk identification is performed by GSM, based on evaluating components against a list
of established risk categories. On a recurring basis, the component supplier managers assess
whether any of the components they manage are exposed to each of the different risk types. Each
component is reviewed at least once each fiscal quarter, but component risk status can be
updated at anytime based upon the information available to the component supplier manager.
Risks are broken into two overarching categories, imminent risks (problems) and nominal risks.
This information is tracked in a central database and made available to the entire organization.
The existing IT system enforces a limitation that only one risk category can be assigned to a
component at a time.
The two risk mitigation processes work together to minimize risk exposure to Cisco's
supply chain. During NPI, each product has a target set for it's risk level. The target for
imminent risks is zero, and the target for nominal risks is a selected percentage of the
components on the BOM and is determined by each individual business unit. For the target for
normal risks, many of the business units have selected the same initial risk level of 10% of
components at risk as a goal but there are a few that deviate from the norm.
Information about component risk level is available to the engineers during product
development. This allows the engineers to select less risky components earlier, preventing the
need for risk mitigation effort later. At risk components can be used in the design of a product,
but only up to the risk level chosen by the business unit managing the product development. This
ensures that products launch with no imminent risks, and a minimal level of nominal risk
components.
The second component to risk mitigation at Cisco is the GCRM process. A small, but
dedicated GCRM team in the GSM division manages this process. This teams works exclusively
on sourcing additional suppliers for components when necessary. This addresses only one of the
risk categories assigned to components, but insufficient suppliers is one of the more commonly
assigned component risk ratings. The GCRM team specifically targets a very small group of high
revenue products at Cisco. By focusing their efforts on the top 25 product families accounting for
100 different products, the team is able to provide some risk mitigation effort for the products
that account for roughly half of Cisco's annual revenue. The remaining revenue at Cisco is
generated from sales of over 8000 other different products. This concentration of a significant
portion of revenue in a few product families allows the GCRM team to have a large impact with
a small investment. However, this leaves a number of business units and half of Cisco's revenue
with no supply chain risk mitigation process in place.
To address this gap in business process, six of the over thirty individual business units
established supply chain risk management processes of their own. These business units began to
identify components where risk mitigation would have value and proactively mitigate those
risks. Each business unit developed a unique process, but all had the same goals in common -
identify supply chain risk in the business unit, assess the importance or value of mitigating the
risk, and then begin the process of mitigating those selected and prioritized risks.
4.3.3 Benchmarking Supply Chain Risk Management
When developing new business processes it is worthwhile to understand the latest trends
in both research and industry implementation. Learning about the approaches that other
businesses take to address issues can provide valuable insight into your own business. Methods
cannot always be applied directly, but larger lessons can often be abstracted from observation.
Scientific Atlanta (SA) is a wholly owned subsidiary of Cisco that is independently
managed and uses processes separate and distinct from those at Cisco Systems. In the area of
supply chain risk management they have pursued aggressive distribution of risk information
throughout their development and product lifecycle management processes. Using Agile as a
method to automate particular business processes with IT, SA is working to build a foundation
for execution. To assist with supply chain risk management, SA developed a process for grading
a BOM through assessment of the components on it. For each component there are multiple
categories that can be assessed such as compliance with standards, numbers of suppliers, and
other information. These individual categories are then weighted based on importance to the firm
and scores are assigned to components in each area. This data is aggregated to provide an overall
grade for the BOM.
The two lessons of interest from Scientific Atlanta are their broad application of IT, and
the use of BOM grading. SA's use of IT enables the process by streamlining data gathering and
quickly and easily providing a real time view of all of the applicable data for a particular BOM.
The ease of access to the BOM grading information enables easier risk management decision-
making. The use of BOM grading itself is also an interesting approach to risk management. This
approach creates very specific incentives for development and lifecycle management teams to
follow. The expectations are defined very precisely, regarding which risks must be managed to
improve the grade. The use of BOM grading is a very structured approach to risk management
through BOM analysis.
4.3.4 Understanding the Needs of Stakeholders
Understanding the needs of the stakeholders involved in the development of a new
process is as important as understanding the value generated for the customer. To gain the
necessary support of the employees that perform the work in a process, the employees and their
managers must understand how the new process adds value to both their organization and the
company as a whole. [10] Analyzing the incentives and needs of the various stakeholders
through stakeholder maps, a form of network diagram that examines the interconnectedness of
organizations can provide valuable insight into which organizations will support a new process
and which organizations will resist change. [10]
For this project, there are three organizations that are involved in successfully executing
supply chain risk management. The interests of the three stakeholders' are generally in
alignment. Each organization is seeking to improve the supply chain at Cisco to deliver product
more efficiently and at lower cost. The three involved organizations are Manufacturing
Operations, Product Operations, and Global Supplier Management. Manufacturing Operations is
responsible for the management of contract manufacturers. Global Supplier Management is
responsible for managing relationships with suppliers. Product Operations oversees product
lifecycle management from new product introduction, through production, until product end of
life. Product Operations has recently introduced the concept of Integrated Product Teams. These
teams are designed with representatives from many organizations (including Manufacturing
Operations and Global Supplier Management) to provide cross-functional leadership for a
particular business line or product family from the time a product begins to ship until it is taken
end of life.
These new Integrated Product Teams are starting to put in place processes for managing
their workload. One of these areas of concern is mitigating potential risks to the supply chain in
advance of the risks becoming reality. Product Operations is the focal point for this, as they need
a process in place to provide their teams with awareness of potential risks and the status of
mitigation plans that are in place. Manufacturing Operations involvement is with a focus on
ensuring the best continuity of supply possible to the contract manufacturer. Cisco takes all
responsibility for supply chain design, making it Cisco's responsibility to put in place sufficient
and appropriate suppliers for the contract manufacturer's who perform final assembly. Global
Supplier Management is involved in the selecting of suppliers and determining which
components are potentially at risk. Finding more qualified suppliers is a common risk mitigation
strategy and will require the talents of the GSM team. The main challenge for Cisco is finding a
method to share information across these organizations.
In the development of this process there are a number of steps that are driven by an
inability to share information easily across the Cisco enterprise. Only certain roles are trained or
given access to particular systems. Those systems used are rudimentary and require significant
manipulation of data in Microsoft Excel by hand after export from the system. There are also
situations where, due to the lack of automated information sharing, additional staff is used as a
method for communicating between organizations. On the positive side, the Cisco team is very
positive about putting in place an initial process to better share information and then pursuing
process improvements that will streamline the business process and provide more employees
with a higher level of visibility into information in less time.
4.3.5 Cisco Product Development Methodology (CPDM)
Cisco implemented a new stage gate product development methodology to replace its
existing engineering methodology. This process is divided into discrete phases with milestone
reviews. The CPDM aligns Cisco development efforts with the strategic vision of the company,
improves accountability through the use of milestone reviews, and forces collaboration across
divisions through tracking of deliverables.
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Figure 4-1 - Phases and gates in Cisco's Product Development Methodology
Product Operations is trialing the use of the CPDM as a framework for process
development and we selected those processes, reviews, and documentation that would assist in
ensuring the success of the process development. Each phase of the CPDM was tailored for use
in process development instead of product development with the level of oversight assigned
based on impact and risk of project. Below is a summary of the different tailored CPDM phases
used in this project, including the purpose the phase is meant to address, the reviewing authority
and the tasks and deliverables worked on in the phase.
Concept Development Phase
Question to Answer: Do we like the concept?
Milestone: Concept Commit - Director Level Review
Tasks: Project Concept, Project Accountability, Business Case, Requirements, Resources
Required, and Risks with Mitigation Plans
Planning Phase
Question to Answer: Should we build it?
Milestone: Execution Commit - Director Level Review
Tasks: Migration Strategy, Functional Process Design, Documentation Plan, Test
Strategy, and Update all Concept Commit documents
Development Phase
Question to Answer: Can we predict the launch date?
Milestone: Delivery Commit - Director Level Review
Tasks: Detailed Process Design, Product Availability, Highest Risk & Mitigation Plan,
Validation Plan, and Update all Concept Commit & Execution Commit documents
Validate & Launch Phases - Merged into one phase
Question to Answer: Is it ready for general use?
Milestone: Process Release - Vice President Level Review
Tasks: Piloting, Deep Dives, Transition Plan, Adoption Contracts, Training Plan &
Materials, and Newsletter
Together these process development phases will work to ensure the successful launch of
the new business process. The Concept Development and Planning phases ensure that the project
is well defined prior to full commitment. The Development phase allows for all impacted
organizations to participate in the process development and improvement. Finally the Validate
and Launch phases gain senior management buy-in and begin process rollout.
4.4 Identifying Appropriate Metrics
Identifying appropriate measures of risk is necessary for the implementation of a risk
management process. "I often say that when you can measure what you are speaking about, and
express it in numbers, you know something about it; but when you cannot measure it, when you
cannot express it in numbers, your knowledge is of a meager and unsatisfactory kind." [12] Risk
management is an internal business process, and as such should align with both shareholder and
customer values. By determining customer and shareholder value first, it is possible to ensure
that business process are developed and measured to align with delivering value. [2] Cisco uses a
concept called Vision, Strategy, & Execution (VSE) to clearly outline and define the vision,
strategy, and execution approach for each division of the business. The VSE from a single
division aligns with the organizations above it up to the corporate level VSE. These tiered VSEs
allow each division to understand their role in the organization. The VSE for GSMC clearly
outlines a dedication to supply chain excellence, while the more detailed VSE from Product
Operations outlines a commitment to risk management in support of supply chain excellence.
Product Operations also outlines the metrics that measure internal business process in support of
the supply chain strategy and vision. The new metrics should align with the existing structure
and promote value for the customers and shareholders.
Since the purpose of risk management is to reduce the chance or impact of future events,
the metrics should measure the potential for risks to occur. The nature of risk, a potential for
future damage, suggests that the new metrics will be leading indicators. Through the reduction of
risk today, the number of actual problems in the future should reduce. The type of risk the
company focuses mitigation efforts on determines the correlating indicators that lag the chosen
measures of risk. If the company focuses on mitigating quality risks, then improvement will be
found in current quality measures. If the company focuses on ensuring sufficient suppliers with
good delivery time, then measures requiring high level of continuity of supply should improve.
The company must determine what behavior to incentivize through the formulation of metrics,
the goals attached to them, and the organizations and roles expected to achieve those goals.
4.5 Various Approaches to Visual Indicators
On the manufacturing floor, simple visual indicators are used to draw attention to
problems on the manufacturing line. [11] The same principles can apply to business processes.
The visual display of metrics can alert management to issues or drive performance. There are
many approaches to visual indicators that can transfer from the manufacturing floor to business
office.
Process control limits are used to determine whether or not a process is in or out of
control. There are multiple methods to set control limits. Control limits can easily apply to
process duration. [8] When a business process is taking longer than is allowed by a control limit,
then the process is out of control and needs management intervention.
The use of goal lines on metric graphs can be used to both show progress towards a goal
and remind of the value a process is designed to provide. These goals need to be set with a
realistic expectation that a team can work towards. Metric goal lines also require reassessment.
Once a process performs at its goal levels it must be reassessed or risk the cessation of
continuous improvement.
Measures of variance can also be leveraged when displaying metrics. Understanding the
variance in the data, and not just the trend of the mean can provide insight into how stable a
process is. Variance analysis provides an understanding of the limits that a process operates in
and can support more complex process control limit theory. This information can be analyzed
using box and whisker plots, bar graphs, or other methods that allow viewing the distribution of
the data.
Stop light charting allows for easy, color-coded viewing of process information. By
assigning thresholds to various parts of the process, and then color-coding those thresholds
managers can quickly and easily discern when a process is in need of attention. [8] Stoplights, as
with any other goal, require careful calibration to ensure their proper use or risk undue focus on
performing whatever actions necessary, regardless of consequence to force metrics "green".
4.6 Piloting for Data Collection and Process Improvement
Piloting is an opportunity to assess the performance and impact of a new business process
in as realistic an environment as possible prior to releasing the process to the entire company.
Piloting also provides an opportunity to conduct initial process improvement efforts,
optimization, or calibration that cannot easily be performed while designing the process.
4.6.1 Approach to Piloting Business Processes
The developed process will be piloted with two different product families of routers at
Cisco. The two product families will be referred to Product Family A and Product Family B .
These two router families serve different customer segments. Product Family A is a newer,
cutting edge technology. Product Family B is an older product family, which has been on the
market a long time and is nearing the end of its product cycle. This variation in product life
exposes the products to very different types of risk. With newer products, ensuring sufficient
number of competent suppliers of new technology is often a main concern. With the older
product families, there are often many suppliers available, but the product is potentially
approaching a time when technologies and components used in the manufacture of the product
are approaching end of life.
Piloting the process will involve walking through each of the process steps and collecting
data on the time required to perform each step. Teams will be observed working through the
process to understand stumbling blocks and hurdles that need to be overcome or modified in the
documentation. This information will be used to improve the process prior to general release to
the rest of the company.
4.6.2 Product Selection for Piloting
Routing equipment is one of Cisco's core products and accounts for a significant share of
the company's revenue. Cisco's revenue generation is segregated into three main categories,
routing, switching, and new technologies. Routing products are significantly more complex
network devices than switches and contain many more components. As both the foundation for
the Internet and a large portion of Cisco's revenue stream, piloting the developed risk
management process with routing products is appropriate.
"Routing technology is the foundation of an IP based network. Routers interconnect IP
networks, moving information such as data, voice, and video from one network to another across
metropolitan-area networks (MANs) and wide-area networks (WANs). Cisco's routing products
offer features designed to increase the intelligence, security, reliability, scalability, and level of
performance in the transmission of information and media-rich applications. Cisco offers a broad
range of routers, from core network infrastructure for service providers and large businesses to
access routers for the service-rich branch office to home network deployments for telecommuters
and consumers. Many of our routers host a wide range of services and advanced technologies,
delivering integrated voice, video, data, and mobility for homes and businesses." [9]
5 Risk Management Through Bill of Material Analysis
Cisco's existing processes identify risks and provide supply chain risk mitigation during
product development and corporate level risk mitigation efforts for products in production.
Individual business units identified the need for a broader effort that involved their IPTs
managing supply chain risk for a larger array of products. To address this identified gap in
supply chain risk management, the following process was developed. Piloting of the process
occurred between October 2008 and January 2009 with data collected from July 2008 until
March 2009.
5.1 Sustaining BOM Risk Management Process
Sustaining BOM Risk Management is a process that focuses on mitigating risk
comprehensively across a product's entire BOM. It allows the individual business units at Cisco
to understand some the known risks the supply chain is exposed to and prioritize their mitigation
efforts accordingly both within a product's BOM and across the product families managed by the
Business Unit. This effort incorporates the efforts of the Global Component Risk Mitigation
Team to ensure there is no overlapping effort and that all high priority risks are addressed.
Involved in ensuring the success of the risk management process are the following organizations:
- Product Operations: Product Lifecycle Program Manager (PLPM)
- Product Operations: Product Engineer (PE)
- Manufacturing Operations: Procurement Materials Manager (PMM)
- Manufacturing Operations: Manufacturing Operations Commodity Manager (MoCM)
- Global Supplier Management: Global Component Risk Mitigation Team
5.1.1 Process Overview
The Sustaining BOM Risk Management Process begins with gathering relevant data on
risk ratings and the status of existing mitigation plans. The at risk items are then prioritized based
on revenue impact, with an allowance for other critical needs or concerns of the business unit.
Items without existing mitigation plans have mitigation plans selected by the Sustaining BOM
Risk Team. This team consists of representatives from Manufacturing Operations and Product
Operations. The Product Operations, Product Lifecycle Program Manager leads the Sustaining
BOM Risk Team. After selecting an appropriate mitigation strategy, the team then works each
high priority risk to closure, varying execution as appropriate for the selected mitigation effort.
5.1.2 Process Scope
This process is intended to manage risk mitigation for all components on a product's
BOM. All components should be included in the analysis. All types of risk should have
mitigation plans developed, executed and reviewed until closed. This process is applicable
during the sustainment phase of a product, after First Customer Ship (FCS) until End of Life
(EOL). This process should be applied across all products.
5.1.3 Process Steps
Identification of At Risk Components on Bill of Materials
1. Run reports to retrieve risk ratings and mitigation status for all components on all
shipping products
2. These reports should be run at least quarterly (after component risk updates are
completed in week eight of the fiscal quarter)
3. Teams are encouraged to consult with their contract manufacturers for input on
components of concern.
Prioritization of Components for Risk Mitigation across Business Unit
1. Prioritize the list of all at risk components in the business unit
2. Component prioritization should ideally occur according to revenue impact and risk level.
There are a number of other concerns that can be examined when examining the impact






3. Prioritization should be reviewed quarterly. However, in the case of critical need
resources should be reallocated as necessary
4. For each business unit or product family, the Sustaining BOM Risk Team composed of
representatives from Manufacturing Operations and Product Operations should review
the prioritized list
5. The input of Product Engineers and Component Engineers can be helpful in assessing
which parts are critical to the production of a board
Develop Mitigation Plans for Prioritized Components
1. The Sustaining BOM Risk Team will select an appropriate mitigation plan for any high
priority components
2. The input of Product Engineers and Component Engineers can be helpful in determining
the appropriate risk mitigation strategy for a certain component.
3. Potential Risk Mitigation Strategies:
* EOL effected product ID
* Request last-time buy review
* BOM change (compatible part)
* BOM change (redesign required)
* Qualify second source
* Strategic Inventory (pending Cisco process development)
* Administrative Action (error in system)
* Monitor situation
4. Track the risk mitigation effort in the appropriate IT systems
Execute Risk, Review, and Close Risk Mitigation Efforts
1. Execute risk mitigation effort following the processes defined for the strategies chosen
2. Meet quarterly, at minimum, to review and validate on-going efforts.
3. Document status of mitigation efforts and closures
5.1.4 Process Flow Diagram
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Figure 5-1 - Sustaining BOM Risk Management Process Flow
5.2 Metrics and Visualization
Two metrics are selected for monitoring the Sustaining BOM Risk Management process.
The two metrics are selected to monitor Cisco's two main types of risk. One metric targets
critical risks. Critical risks are those risks that have become active issues. Addressing these
issues is necessary, but not truly risk management since the risks are now actual management
problems that require corrective action. The critical risk level is measured as the number of
components with a critical risk assessment. The actual number of components is used to focus
attention on the actual number of problems that require action, since each critical rated
component must have action taken. The other metric targets the remaining risk categories. It
weights all risks as equal and measures them against an aggregate risk goal for the product
family. This aggregate goal is calculated as a percentage of components. This allows for
comparison of risk levels between different product families or business units.
Initially, the visualization of these metrics is done in a Microsoft Excel table that is used
as a dashboard of information for the IPTs. This format of the information provides exact
numbers on the quantity of at risk items for Cisco's two main categories, critical (X) and
nominal (1). The information is displayed in a large table along with a number of other metrics
for management. Visual cues only provide information (through color coding) about whether or
not a critical risk exists and requires mitigation effort. No trend or variance analysis exists.
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Figure 5-2 - Initial Risk Mitigation Metrics Dashboard
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5.3 Results of Piloting Sustaining BOM Risk Process
During piloting, a number of process improvements and clarifications in language to
process documentation occurred. Below are plots of the percentage of components at risk for the
two pilot programs.
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Figure 5-3 - % of Components At Risk in Product Families A and B
The percentage of components at risk in the Product Family A declined from 16.6% of
components at risk in July of 2008 to 14.7 % of components at risk in March of 2009. The
plotted line for components at risk has a slope of -2.4% per year. This decrease only accounts for
components with decreased risk ratings. It does not include the reduced risk from components
with mitigation efforts that do not alter the risk rating of the component. For instance, buffering
inventory does not change the risk rating of a component, but it does alter the likelihood of the
specified risk impacting production if it occurs.
Product Family B exhibits decreasing risk profile similar to the Product Family A. The
risk to components is changing at a rate of -4.6% per year. As a percentage of components, this
rate is nearly double that of Product Family A.
The risk distribution across risk categories is similar in shape between the pilot programs,
but there are a few differences. Cisco categories the types of risk a component is exposed to.
They use categories A-X for potential risks and separately distinguish critical risks. The number
of category C risk components is significantly higher on the Product Family B than the Product
Family A. The risk for category C is that for a given component the technology used is end of
life. 4.6% of Product Family B risks are of this type compared to only 2.6% of the components in
the Product Family A, showing a correlation between age of product and the risk for
technologies used going end of life. Unfortunately, data was not available to track each detailed
risk category over time; only the point data is available for this analysis.
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Figure 5-4 - Risk Distribution by Category Comparing Product Family A and B
The largest number of components at risk for both products are the category A risks.
These are components that do not have multiple sources in place to supply the component. The
different risks categories assess very different risks, some of them on different time horizons, and
others with no impact during production. The current method of measuring risk and targeting a
single goal across all risk types does not incentivize smart risk management. Instead the
measurement and goal incentivize mitigating those risks, which are the easiest to mitigate,
regardless of impact on the product in the long term. The goals do not balance the value of the
risk mitigation against the value of the effort, and reward a team for mitigating high impact risks.
Instead, the metrics and goal incentivize reducing the number of components at risk, regardless
of the impact of those risks.
5.4 Further Discussion
The risk management process discussed above, and released for use at Cisco on February
2, 2009 requires continued improvement. This process is an initial step in providing broader
access to risk management tools and information at Cisco, but it is not an ideal state. Numerous
improvements are already identified that simplify the value decision process, lean the process
flow, enhance the information and incentives derived from metrics, and provide a more rigorous
treatment of process variance.
5.4.1 Improve Value Decisions
The value decision in the current process relies on management intuition about both the
probability of a risk occurring and the potential damage incurred on the company by a risk
occurring. With future work both the probability distribution and incurred damages could be
better understood. The probability of risk occurrence can be determined through the collection of
all change in risk information available. Cisco's current IT systems capture information on risks
that are critical. In reality, these are no longer risks but active problems as discussed earlier.
Measuring the time from the identification of a risk until that risk reaches a critical rating can
provide valuable information on the likelihood of occurrence. Tracking this information for each
component provides the information necessary to determine the mean probability and shape of
the distribution for each risk category.
Information on the incurred damages is determined from an analysis of the actual
damages that occur on Cisco. Through observation of how the company deals with risks that
occur, and measuring the impact that those risks have on operations, Cisco can better understand
the value of preventing a risk from occurring. Capturing this information, combining it with the
probability density function as described in Section 4.3.1 and integrating the information into the
risk management process provides improved decision making information for managers.
5.4.2 Lean Process Improvement
The initial risk management process is burdened by legacy IT systems that encourage
batch processing of components at risk. Reports are run and examined for changes to the current
status. Depending on an employee's location on the network, the time to run a report can require
between thirty minutes and six hours. The length of time required to run a report discourages the
frequent running of those reports. Instead, teams run the reports monthly or quarterly and
examine the changed risk ratings in a large batch.
With investment in improved IT systems, risk management information could be always
available instantly or even alert procurement materials managers on a change in status.
Streaming information to managers the moment a risk status changes would allow for quick
dispensation of new at risk components. If the risk is of sufficient level of concern, the team can
quickly begin mitigation actions. If the risk is not an instant concern, action can be determined at
a more convenient time. In either situation, the IT system can enable streamlining the business
process allowing management of risk as one-piece-flow, rather than in large batches.
5.4.3 Visualizing Metrics and Data
The dashboard is only a beginning to the information display possibilities available. The
dashboard provides an effective method for managers to see the exact number or risks. The
available information is insufficient for intelligent decisions about what risk management actions
to take. Goals should be clearly visible and incorporated into the risk assessment. An example of
this idea is Figure 5-3, showing both the trend in risk and the goal on the same visual. Cisco
should also determine if there is a priority that requires emphasis, such as mitigating risks on
components with the largest revenue impact as seen in Figure 5-5. Revenue data is Figure 5-5 is
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Figure 5-5 displays a classic issue for management. Some of the components have a
dramatic impact on the total corporate revenue at risk, while other components barely move the
total revenue impact at all. In October 2008, a number of components increase to a risk rating of
category X, with a negligible impact on the total revenue at risk. In January and February 2009,
there was an increase of three components to risk category X. This is only a 6.5% increase in
number of components at risk. This increase in numbers of components at risk correlates with a
37.9% increase in revenue at risk. To work towards multiple priorities simultaneously managers
need a method for correlating data and understanding the interrelationship of metrics. Visual
metrics are one way to provide that information.
6 Conclusion and Future Work
Applying risk management to the supply chain shows potential for value creation in the
long term. Through the assessment of risks that have an impact on the firm higher than their
mitigation cost, managers can implement measures now to ensure the risks do not impact
operations when they occur. There are a number of lessons learned from the development and
implementation of a supply chain risk management process at Cisco Systems that apply broadly
to all firms.
1. Identify risk and determine the expected damages of the risk - without
understanding the expected value of the damages for a given risk it is impossible to
determine whether the resources required for executing a mitigation plan, or even
resources for determining an appropriate mitigation plan, are worth expending.
2. Streamline and remove waste from your risk management process - by removing
waste and streamlining the risk management process, a company can then apply risk
management to a larger group of risk. If the risk management and mitigation activities
are relatively inexpensive to execute, then a company can apply them to a larger
number of risks.
3. Prioritize effort - understand the strategic needs of the company, and use metrics or
other methods to prioritize mitigation of risks that provide the most value to the
company, not just those risks that are low-hanging fruit.
4. Leverage IT systems to provide the right information to the right people -
through the use of IT provide the necessary information to those empowered to take
action. Also use IT systems to analyze data that can improve the accuracy of risk
models.
5. Continually re-evaluate the types of risk your firm is exposed to - as operations
change and the supply chain morphs over time, re-examine the categories of risk that
the company identifies as relevant. If the examined data shows that a risk category is
no longer leading to actual problems, or there are numerous problems occurring that
are outside the scope of current risk analysis then re-evaluate the risk identification
process.
Supply chain risk management has the potential to address future problems, long before
they become an issue on the factory floor. With thought, and care a company can implement
easy, streamlined risk management processes that ensure operational excellence into the future.
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